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This white paper is aimed at CIOs and other roles within public sector 

organisations who want to either start their move toward Cloud or 

progress their Cloud strategy and maturity. 

We understand the challenges facing public sector IT services to 

become more efficient in this digital age, where consumers are more 

IT literate than ever and look to access services digitally. Whilst Cloud 

services provide efficiencies and cost savings, along with the flexibility 

to meet current and future challenges, organisations need to ensure 

services remain secure, stable, resilient and available. 

Moving to Cloud can present many challenges, one of the most 

complex being people and cultural resistance. The culture of the 

organisation needs to be aligned and the people adequately 

prepared, informed, bought-in and given the means to utilise the 

technology. Any changes to the work environment will be met with 

resistance. If people don’t adopt a Cloud First mentality, then there 

is a real danger of propriety IT persistence and or shadow IT 

creeping in. If the new Cloud solutions are not fit for use then IT 

literate customers, developers and engineers may start looking to 

procure their own Cloud IT (shadow Cloud IT). 

The delivery of Cloud is not an IT project but a transformation; 

cultural and people change activities must take place in parallel with 

the technical change activities. The transformation plan must 

incorporate Process, Organisation, Technology and Information. Only 

when this happens can an organisation achieve its Cloud benefits, 

meet its strategic aims and gain the expected Return on Investment 

(ROI). 

Whether you are about the embark on your major IT transformation, 

or are already in the midst of your Cloud journey, Brightman can help. 



 

 

E: enquiries@brightman.uk.com 
W: www.brightman.uk.com 
T: 0117 287 2134 

 

What is Cloud Transformation?  
 
In the digital age where the public sector is looking to become 
more efficient and where consumers are more IT literate than 
ever and look to access services digitally, the pressures on 
public sector IT services have never been greater. 
 
The Open Data Centre Alliance (ODCA)1 have produced a 
Cloud Maturity Model (CMM) from which organisations can 
assess their current maturity, and understand the high-level 
roadmap to an optimised usage of Cloud.   

                                                           
1 https://opendatacenteralliance.org/ 

 

 
It’s not just about the technology 

A move to Cloud is not an IT project, it is a transformation, and 
to not treat it as such is fraught with peril. 
 

People & cultural resistance of moving to the Cloud 
 

 
 
 
Cloud 
Transformation 
is the strategic 
movement by 
an organisation 
to adopt Cloud 
services to 
maximise 
benefits for the 
organisation. 
 

https://opendatacenteralliance.org/
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Moving to Cloud  

For many organisations within the 
public sector, their start-state for 
Cloud maturity will be at CMM 0.  
This is characterised by traditional IT 
departments managing their own 
proprietary data centres, bought with 
large capital expenditures, in which 
there will be little or no use of 
virtualisation, low utilisation and slow 
provisioning of new infrastructure.  
Within CMM 0 states, there is much 
wastage of money and resources, 
and an inability for IT to meet the 
rapid and dynamic demands of the 
organisation.  By adopting Cloud in a 
planned and structured manner IT 
services will be able to better enable 
the organisation to deliver its 
services to its customers. 

 

IT service organisations need to be 
able to deliver relevant services that 
meet the needs of customers and 
developers.  If IT service 
departments fail to deliver, they are 
in danger of becoming obsolete with 
IT literate customers and developers 
either jumping ship to other 
providers or even securing their own 
IT solutions through the creation, or 
perpetuation, of shadow IT.  In 
addition to this, organisations risk 
losing valuable staff to more 
innovative and pioneering IT 
organisations. 
 

 

 

 Different Cloud Models 

 
Moving Data to Cloud 
(DCaaS) 
• Increased DC availability and up 

time 

• Mitigated risk through co-location 
with organisation hub 

• Increased speed of delivery through 
scalability 

• Lower power costs through 
suppliers’ economies of scale with 
energy providers and pass-on to 
clients. 

• “Keep the lights on” responsibility 
passed to the supplier 

• Reduced capital expenditure, 
enabling funds to be re-directed 
within the organisation 

 

Cloud Provisioning 
(IaaS/PaaS) 
• Faster provisioning  

• Enablement of Agile ways of working 

• Quicker delivery of IT Service 
capability to the organisation 

 

Software as a Service (SaaS) 
• Lower initial costs  

• Scalable on-demand 

• Greater accessibility (through any 
computer or device in any location) 

• Effortless upgrades and 
maintenance 

• Easier Integration 

• Greater resilience  
 

IT Service Continuity / 
Disaster Recovery (DRaaS) 
• Easier and quicker to restore 

• Accessibility from anywhere 
(mobility) 

• Cost effectiveness - scalable on-
demand, where you do not have to 
pay for unused cold / warm standby 
resources. 
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Why would I want to move to Cloud? 
 
 

The current climate within the public sector is compelling organisations 
to do more with less amid ever expanding demands from customers and 
central government and with ever challenged budgets.  As a result, 
public sector organisations need to look for cost savings and efficiency 
gains to be able to meet current and future challenges. 
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Reducing IT 
redundancy and 
wastage

Reducing power 
costs

Stopping large 
capital spends 
on IT 
infrastructure, 
maintenance and 
upgrade

Reducing people 
costs

Reducing carbon 
footprint

Reducing the 
need to house 
on-premise IT.

Providing faster 
and more 
effective delivery 
of Services

Easier 
collaboration

Better 
Information 
sharing

Mobile 
working

Secure 
access to 
data

Trusted 
information 
sharing

Figure 1. Benefits of Moving to Cloud 
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What are the key challenges to Cloud adoption? 

 

 

 
 
 

-  
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To a greater degree, the first three barriers can be addressed by 
engaging a Cloud specialist to better understand, and gain reassurance 
about, Cloud services prior to the planning and delivery of a Cloud 
solution.  However, the forth barrier is extremely complex and 
challenging.  It is all very well an organisation buying in a shiny Cloud 
solution with the capacity to meet its aims and Return On Investment 
(ROI), but if the culture of the organisation is not aligned and the people 
not adequately prepared, informed, bought-in and given the means to 
utilise the technology, the organisation will neither meet its strategic 
aims nor the anticipated ROI. 
 

A move to Cloud is not an IT project, it is a transformation, and to 
not treat it as such is fraught with peril. 
 
 
 

Lack of understanding of Cloud 

Fear for data security and privacy 

Fear of losing control of systems and data 

People and cultural resistance 
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The People and cultural challenge 
 

 
 
 

Will we lose our jobs? 
 

Cloud transformation can lead to 
services moving across to Cloud 
suppliers or roles disappearing due 
to automation.  Individuals, 
particularly those in IT, worry about 
their relevance and their jobs.   

A key point to bear in mind is that 
through Cloud adoption, 
organisations can re-deploy these 
highly skilled people to work on 
value-generating areas.  This could 
be on innovation or other core IT 
Services.  There may be areas of IT 
that are incompatible with the Cloud 
strategy and need traditional IT 
Service Management and Systems 
Administration.   

Organisations need to think about 
impacts on job roles and produce a 
clear strategy ahead of Cloud 
adoption, in order that affected 
people can be engaged and 
managed throughout the 
transformation. Through careful 
planning and engagement, 
organisations can address job 
concerns, highlight the compelling 
need for the transformation, give 
people a vision of the future, their 
role in it, manage resistance and 
gain buy-in.   

Up-skilling 
 

People within an organisation 
moving to Cloud will have 
concerns and apprehensions 
about learning the new skills, 
knowledge, processes and ways 
of working that will be required in 
the new Cloud future.   
   
They will be worried about 
whether they can learn the new 
skills and behaviours and whether 
they will be able to cope with the 
new processes and ways of 
working.  In addition, they will be 
concerned about whether they will 
be satisfied working within the 
new Cloud reality.   
 
These concerns need to be 
incorporated into transformation 
planning and specific activities put 
in place to provide them with 
awareness of the need for 
change, build a desire to be a part 
of the change, provide them the 
knowledge of how to change 
(including the skills, behaviours 
and learning required to 
implement the change) and then 
give them the support and 
reinforcement to sustain it. 
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Where do I start with Cloud adoption? 
 
For those CIOs and other roles within public sector organisations who 
want to either start their move toward Cloud or progress their Cloud 
strategy and maturity, Digital Marketplace G-Cloud has been set up for 
you.  This consists of a series of framework agreements with Cloud 
service suppliers and an online store (the Digital Marketplace2 – 
formerly “Cloud Store”), which allows you to search for services covered 
by the suppliers. These services are not just technological services, but 
include business analysis, change management, transformation and 
service management.  All of which, organisations need to effectively 
leverage to realise the benefits of moving to Cloud.  G-Cloud is now part 
of the Government Digital Service3 
 
The key objective of UK Government G-Cloud is to “ease procurement 
by public-sector bodies in departments of the United Kingdom 
Government of commodity information technology services that 
use Cloud computing.” 
  

                                                           
2 https://www.digitalmarketplace.service.gov.uk/ 
3 https://www.gov.uk/government/organisations/government-digital-service 

 Handing over the Keys… 
 

IT Departments are responsible for ensuring services are secure, stable, resilient 
and available.  They use familiar ways of working, processes and tools, which have 
been tried, tested and evolved over time.  There is therefore a natural reticence to 
deviate from these norms and hand over control of this to a 3rd party supplier.  
People in the organisation have invested a lot of time and effort in creating, 
improving and operating their IT Services and developed a sense of pride and 
ownership in enabling and supporting the organisation.  To fundamentally change 
this environment is challenging and will be met with resistance. This resistance 
needs to be actively managed as part of the transformation plan.  In many 
instances, IT departments do not wholly trust 3rd party suppliers to serve the 
organisation with the same dedication, loyalty and mutual purpose as those within 
the IT department.  It is important that ITSM culture and ways of working are 
carefully updated to ensure services remain secure, stable, resilient and available.  
A central part of establishing this is through true partnering with 3rd party suppliers 
and actively building trust. 

 

https://www.digitalmarketplace.service.gov.uk/
https://www.gov.uk/government/organisations/government-digital-service
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How do I make it a success? 
 
In terms of measures of success, many organisations focus on the 
delivery of the technology using measures such as number of 
applications migrated onto Cloud and the number of servers 
decommissioned within propriety data centres.  Whilst a principal driver 
for moving to Cloud is cost savings through efficiency, without changing 
culture and bringing the people along with the transformation, cost 
savings will be limited.   

If people don’t adopt a Cloud First mentality, then there is a real danger 
of propriety IT persistence and or shadow IT.  If the Cloud solutions are 
not fit for use then IT literate customers, developers and engineers may 
start looking to procure their own Cloud IT (shadow Cloud IT).  IT 
departments need to partner with 3rd party providers to ensure that 
corporate IT is easy to engage with, easy to use and meets the needs of 
the organisation.  Only when this occurs will the full benefits of Cloud 
start to be realised. 

At Brightman, we strongly advocate Cloud transformation and the 
benefits for individuals, teams and organisations.  However, we also 
understand first-hand that the journey is not always easy.  We have 
found that the technological solution can be delivered relatively easily 
when compared to the true challenge of an organisation accepting and 
using the technology in a way that delivers the expected benefits and 
provides a better service to its customers.  We believe the only way for 
this to happen is to align the organisational culture and engage 
individuals to bring them along with the delivery of the technological 
solution.  We maintain that delivery of Cloud is not a project but an 
organisational transformation. 
 
Looking at ODCA Cloud Maturity Model, for those starting out and 
moving to CMM-1, it is important to establish a Cloud strategy and begin 
engaging the organisation as early as possible to increase 
understanding of what benefits Cloud can bring and why an organisation 
needs to move to Cloud. Managing the people aspects of any Cloud 
transformation begins here. It’s not just technology…... 
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The Cloud Transformation Journey 
 
Cultural and people change activities need to take place in parallel 
with the technical change activities (e.g. looking at potential systems 
and services that could benefit from Cloud, the solutions and the 
delivery planning).  This must not be an afterthought.  The 
transformation plan must therefore incorporate Process, 
Organisation, Technology and Information, integrating and 
synchronising the technological delivery with the associated people 
and organisational change.  
 

Strategy and Organisational 
Alignment 
 
CEOs “telling” an organisation 
is not sufficient to bring about 
the necessary cultural and 
people change required for 
Cloud adoption.  People at the 
coal-face need to have 
meaningful engagements with 
their day-to-day leadership.  
They need to feel that their 
views are heard and they are 
not powerless in the face of the 
change.  Their feedback should 
be addressed at Team Lead 
level and outstanding points 
passed back to senior level for 
assessment and action.  As 
planning is underway, this 
engagement enables leaders to 
bring the organisation along 
with the delivery of technology 
and provides a greater 
likelihood of the organisation 
deriving the expected benefits. 
 

Feedback and Publicising 
Success 

 
Feedback enables targeted 
activities to be put in place and 
helps inform senior leaders 
where the organisation is along 
their change journey. The role 
of the Team Leader in collating 
feedback from the coal-face is 
paramount to assess progress 
and identify required 
intervention. 

Interest groups and 
communities of practices should 
be formed during the 
transformation to increase 
participation, and empower 
individuals to help shape the 
change.  Publicly congratulating 
and publicising these initiatives 
and their importance promotes 
positive behaviours within the 
organisation. 
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Senior management needs to provide active 
sponsorship and drive the change.  This will include 
communicating with the organisation about the purpose 
of the Cloud strategy, the compelling need for 
change and the benefits.  Senior leaders need to work 
closely with Team Leaders to help them craft directed 
messages to their people and gather feedback about 
progress, issues and concerns in their areas.  

 

Team Leaders have 
a crucial role to 
translate the high-
level strategy to help 
their people 
understand what it 
means to them. 
They must be able 
to help them 
understand what the 
future operating 
state will look like 
for them and the 
benefits of operating 
in it.  Team Leads 
must collate 
valuable feedback 
from the coal-face.   

Operational staff must be engaged in the 
change. Staff will span the spectrum from 
advocates that desire the change, and should 
be empowered to help shape it, to those most 
resistant, who (for various reasons) do not 
share in the desire for change.  All staff need to 
be engaged to air their views or concerns, so 
they can be supportively managed and given 
what they need to bring them along with the 
change.  
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BAU teams must adequately 
trained and educated on the 
dangers of Shadow IT. 

 

Vendor relationship with the 
organisation will be ongoing, 
specific vendor roles may need to 
be established to manage 
compliance and contractual 
agreements with the Cloud 
provider. 
 

 

Getting the organisation ready for Cloud requires considerable effort and 
education. The organisation must ensure staff are aware of the 
implications of moving to cloud and what this means to them. It is 
important to get this right to ensure new ways of working are adopted and 
resisting the temptation to apply old ways of working, both technological 
and procedural, to Cloud services. 
 

 

Procurement teams will need 
to be educated and 
comfortable with the 
differences of Cloud 
provision. 
 

Security teams must be 
aware and educated in the 
risk profile of Cloud.  
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About Brightman 
 
At Brightman, we help organisations manage the most difficult part of 
any transformation; the people. Many organisations invest in technology 
to change capability, but unless people understand and agree to work 
differently, nothing will change. 
 
Wherever you are on your Cloud journey Brightman can help: 
 

• If you want to understand how your organisation can benefit from 
moving to Cloud and need help creating your Cloud Strategy 

 

• If you need help in planning your organisation’s move to Cloud 
 

• If you need help to implement your Cloud transformation 
 

• If you have undertaken Cloud transformation, but have not made 
the anticipated cost savings or realised other expected benefits 

 
Contact Brightman. 
 
 
 

 

 
 

Website www.brightman.uk.com 

Email enquiries@brightman.uk.com 

Tel 0117 287 2134 

Twitter @brightmanuk 
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